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Route 53 + DNS
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RAEY =R + R—LY—)\—1]]&

STEP 1 — Route 53 TIRA Y — 2V &{ERL

$ aws routeb53 create-hosted-zone \

--caller-reference $(date +%s) \

--hosted-zone-config Comment="..."

0 ns-1837.awsdns-37.co.uk J ns-1428.awsdns-50.0rg

e ns-169.awsdns-21.com o ns-793.awsdns-35.net J
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A L3Od— F{Ep + DNS {niBmER

A LOd— R{ERL

export HOSTED ZONE ID="7123.."
export PUBLIC IP="3.112.xxX.xxx"

$ aws routeb3 \
change-resource-record-sets \

--hosted-zone-id $HOSTED ZONE_ ID \

--change-batch '{
"Changes": [{

"ResourceRecordSet":
IITypeII: IIAII’

"TTL": 300,
"ResourceRecords":

I}
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Nginx /\—F ¥ JVLIR X F3&E (HTTP)

/etc/nginx/sites-available/adventure-game A2k
Serviisﬁen 80 - server_name

server name \ BAMVBERETE
Host N W& =T
I MF

location /static/ {

alias /home/ubuntu/.../staticfiles/;

} Django I ICEEN
.env.prod ZZFH

location / { Gunicorn FBZCE)

include proxy params; .
proxy pass http://unix:/.../sock;
HTTP IRRETT X

Certbot DFEIIREME

FX1>2T
7O X EFEIC
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Let's Encrypt TCHEX} SSL GEARE

INSTALL AUTO RENEW
01 Certbot ZAN3 AERRE & 31T 03 BENE FZ R

SIEOREFE + BEEHOMHMEH

/etc/letsencrypt/live/<domain>/

— fullchain.pem

— privkey.pem systemd timer A 1 H2E@F T v
— chain.pem 7%1) 30 H CEHEIEM

L— cert.pem
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ZERR Nginx :%E (HTTP/2 + HSTS + Cache)

ENR (Certbot EIBNERY + FEINE) ERT > b

server {
listen 443 ssl g HTTP/2

server name adventure-dev-journey.com; M

ssl certificate /etc/letsencrypt/...;
ssl certificate key /etc/letsencrypt/...; HSTS

add_header Strict-Transport-Security \
X-Frame-Options
Uy oSy F 2 TINE

add_header X-Frame-Options "SAMEORIGIN";
add header X-Content-Type-Options "nosniff";

location /static/ {
X-Content-Type
add header Cache-Control "public"; P

}
}

MIME XZ=w 74 > JX1%E

expires 30d
FHIZ 71 IF ¥ v a

server { listen 80; https://$host$request uri; }
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settings.py ® HTTPS z+ a1l F 1 :87%E

LZin——
server/settings.py — FREITIEN = a8 E DEIR

SSL_REDIRECT

ZHTTP Z HTTPS N\

if not DEBUG:

L

COOKIE_SECURE

HSTS
TS IS HTTPS 41

I

CONTENT_TYPE

MIME Sniffing fSg.1f

k|

X_FRAME

iframe 2Z/f

|
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DEFIERAV F TOP 4

01 03 04

DNS &H&155 Certbot 1&FEKEX DFT1LY RIVb—-TF AERRE B AR

- dig THERR —SG T port 80 MK — X-Forwarded-Proto f#:R — certbot renew ( F&f )
- B BESEFD — Nginx ENRER — proxy_params | — snap.certbot.renew
$scheme N'H 3 H timer DIXREREER

FUNE —MB ALY EHTTPS :8E 17 /18



2 SECURE

https:// CHABICEZLIC A UT:,

COETEAECE

NEXT
A X1 & DN DI £ 12 =

/) HEBI.com TEAALVEE EBEE RS TV a—k

/) Route 53 A Y —1ERK —

\ 04 OReR
A Fx—LAY—/)\—1]E +AL -k g ¢

» NNTD+—TXREHR
v\ Let's Encrypt + Certbot C SSL
» N\wor7y S
VD Nginx C HTTPS+HTTP U1 L%

. — e - LWNEU/EEDWEEZDEFS
) DjangoHTTPS EF a1 U F 1 :&%E

Let's Encrypt /90 HBEZRY - EEIEHT DEIEMRERIZLIT 1 /Z,



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18

